DESCUBRIMIENTOS DE LOS PUERTOS DE COMUNICACION Y ADMINISTRACION DE LOS SERVIDORES DE LA RED UTN

IP Sistema MAC | Puertos
1722012012  svrapp2.utn eduec ssh [22], cycleserv? [772], vnc [5801], vnc-1 [R901], vne-2 [R302], vnc-3 [3303], vno-hitp-2 [A807]
1722012013 apexutn edu ec ssh [22], nethios-ssn [139), microsoft-ds [445], ncubedm [1521], vne-1 [5801], vne-2 [RS02], http-att [3080]

ssh [22], nethios-ssn [139), microsoft-ds [445], vne [B300), vnc-1 [5501], vnc-3 [3303], ktidcad-srvr [6701], afsd-callback [7001], etlservicemgr [30071],

1722012014 svrappdutn eduec dynamid [9002),ddicp-1 [3889]

1722012016 svrappl.utn eduec ssh [22], |dap [389], Idaps [636], ncubedm [1521], vnc [5801], vnc-http-2 [B802], vne-1 [5301], vne-2 [5902], vnc-3 [5503], x11 [G008], interwise [7778]
1722012031  repostorio utn edu ec ftp [21], ssh [22], hittp [80], https [443], postaresql [5432), vnc [58071), wnc-1 [A301]
1722012032 geoportal utn eduec http [80], nethios-ssn [135], https [443], microscft-ds [445], mysql [3306], postaresql [5432), vne [5801], vnc-1 [5301], vne-2 [5902]

ftp [21], hitp [80], netbins-ssn [139], https [443], microsoft-ds [445], mysql [3306], appsenv-hitp [4848), vnc [5800], vnc [5900], afs3-callback [7001],

1722012041  aplicaciones utn edu.ec blackice-alets [8082], ddidcp-1 [3889]

1722012042 hitp [80], hitps [443]

1722012045  encuesta_postgrado utn.edu ec ssh [22], Idi4cad-snvr [6701], afs3-calback [7001], dditcp-1 [3888], etlservicemar [3001], dynamid [3002]
1722012046  biblioteca.utn.eduec netbios-ssn [139], hitps [443], microsoft-ds [445], me-wht-server [3389], vnc [3800], vnc [B900], blackice-glerts [3082]
1722012048 netbios-ssn [139], microsoft-ds [445]

17220120681  eventos.utn.eduec ssh [22], hitp [B0], https [443], mysql [3306], vnc [R500]

1722012070 netbios-ssn [139], microsoft-ds [445], vac [5800], vnc [5500]

1722012071 http [30], nethios-ssn [133], microsoft-ds [445], Imsocialserver [1111], macromediafes [1535], vne [300], vnc [h300]



DESCUBRIMIENTOS DE LOS PUERTOS DE COMUNICACION Y ADMINISTRACION DE LOS SERVIDORES DE LA RED UTN-

FICA (1)

F'—ISistema FAC Puertos
IR T E—— O0000CD ssh [22], http [30], https [443]
172.2014.2 OOTFECE ssh [22]. telnet [23]. http [20], hitps [443]
172.2014 3 T ssh[22), hitp [80], hitps [443]
172.2014.8 hitp [20]
17220149 ftp [21]. ssh [22]. ndl-aas [3128]. wne [5900], wnc-1 [5307]
172201410 hitp [80]
172.201412 03212 telnet [23], http [B0], http-rmgmt [280], printer [515], hp-pdl-dataszt [9100]
172201413 e hitp [80]. rtzp [554]
172.2014.16 SERVIDOR epmap [135], netbios-zen [129], microsoft-de [445], rockwell-cepl [2221], rockwell-cep2 [2222], rockwell-csp3 [2223], aimpp-hello [284E], mz-wht-serer
172.2014.17 00 3570 hitp [80]. softdataphone [1621], jaleosnd [1623]
172201418 BE‘IFQEF?D hittp [80]. visitview [1631], pammrpe [1633]

05ED 4
172.2014.21 7SE3BSF hp-pdh-datastr [3100], distinet [3999]
172.2014.26 "7 hitp (801, rtsp (554]
172.2014.42 MILTOMNG-PC epmap [135], netbios-zsn [139], microsoft-de [445], tep [554], icslap [2869]
1722014 45 UTH epmap [135], netbios-zzn [139], microzoft-dz [445], ms-wbt-zerver [3389]
172.201459 UTH eprap [135]. netbios-zzn [139], microsoft-ds [445], ms-wht-sereer [3389]
172201476 PCFICA-14-76 epmap [135)]. netbios-zsn [139]. microsoft-ds [445]
172.2014.86 telnet [23], hitp [20], rtzp [954], caciim [1554], prgpsi [3200], commples-main [S000], smc-https [E729), tep-alt [3554]
172.2014.89 telnet [23], http [B0], rtzp [554], caci-lm [1554), pregpsi [3800], commplex-main [S000], sme-https [6739], rtsp-alt [3554]
172.2014.92 telnet [22], hitp (B0, hitps [443), 802-11-iapp [3517]
1722014100 T84905F telnet [23], http [B0], http-rgrnt [280], https [443]. printer [515], Imar [5355], hp-pdl-datasts [9700]
172.2014.217 RMPIFIDES 0000743 fp [21], telret [23], http [80], netbios-ssn [139], shell (5141, printer [515], ipp [531], hp-pdi-datasts [9100]

FaDES
172.2014.219 PC3 VOFIBCY epmap [135]. nethios-zsn [139]. microsoft-dz [445]. enpp [2968]

745F2

172.20.14.225 telret [23], hittp [90], Wttps [443), 802-11-iapp [3517]



DESCUBRIMIENTOS DE LOS PUERTOS DE COMUNICACION Y ADMINISTRACION DE LOS SERVIDORES DE LA RED UTN-

FICA (2)

P Sistema MAC Puertos

172.20.16.1 00000COTACDT  ssh [22], http [80], https [443]

17220162 ash [22], telnet [23], hitp [80], https [443]

172.20.16.3 ssh [22]. http [80]. https [443]

172.20.169 hitp [80]. ppp [3000]

172.20.16.10 ash [22], postgres [5432]

17220161 ssh [22]. pcbind [111]. sync [873], squid-hitp [3128], mysql [3306]. postares [5432], vnc [5500]

172.20.16.20 PCFICA-300 msmpc [135)], netbiosssn [139], microsoft-ds [445], flexdm0 [27000]

1722016173 smtp [25], domain [53], http [80], pop3 [110], imap [143]

172.20.16.178 PCFICA-199 http [80], msmc [135], netbios-ssn [135], microsoft-ds [445], NFS-or-l15 [1025], LSA-orntemm [1026], 15 [1027], iad3 [1032], mysql
[3306]. pcduo [5405]

172.90.16.203 LABFICA http [20], mempc [135], netbios-ssn [139], microsoft-ds [445], NFS-or-l15 [1025], LSA-ornterm [1026], 115 [1027], iad3 [1032], mysql
[3306], poduo [5405]

172.20.16.210

172201612 PCFICAZ30 00219BEB13E3

172 20.16.21 FOS21C633BEE  http [B0], printer [515], ipp [631], http-prooy [B020], jetdirect [3100]

172.2016.223 USUARIO-PC
172.20.16.235 callbook: [2000]



Tabla 1: Direccionamiento IP Servidores FICA

Direccion IP DESCRIPCION

172.20.14.16 SERVIDOR INSTALADORES
172.20.16.11 SERVIDOR DHCP LAB.
172.20.16.20 SERVIDOR Autodesk

172.20.16.171-16.255 DHCP LAB.FICA
172.20.17.0-17.160 DHCP LAB.FICA




