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Summary. This work was done a design for a wireless
network using WiFi technology in the downtown area of
the city of Ibarra. This paper is divided into 5 chapters we
take g to have the desired pattern

The purpose for which this project is done is to integrate
Information and Communication Technologies in the city
as it indicates the NDP Communications driven by the
national government and improve the quality of life of the
inhabitants of the city, and that with this project we will be
taking advantage of the fiber optic rings that are in the city
of Ibarra.
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Introduction

The first chapter will include all the necessary
theoretical background on technologies and terms to
be used in the design.

In the second chapter a survey of geographical
information which is included all studies of the
coverage area in order to have the necessary
information to help you get started with our design
will be performed.

Once the geographic information, start with the
planning of the network where the nodes and the
necessary equipment to the design is properly made
will detail the location of the same is also detailing.

With the data obtained in the previous chapters and
we can design our network and will be detailed

network topology, coverage areas and services
necessary to give a proper use of our network.

Finally there will be a cost benefit to our project and
configuration manuals, users and all required
attachments which could support this project included
analysis.

Materials and methods

This project is focused throughout the downtown area
of the city of Ibarra whose scope will be limited by
the streets:

« Sanchez and Cifuentes

» Garcia Moreno

* Vicente Rocafuerte

* Christopher Columbus

Gathering information on the current situation of the
city in our coverage area will be conducted to
determine physical obstacles that may cause
interference to the network, in addition to information
for users who will have access to this network using
field observation the average number of users who
will in certain sectors of our coverage area for a week
taking into account the days Monday, Tuesday,
Wednesday, Thursday, Friday and schedules from
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8h00 to 10h00, 12h00 to 14h00 and 17h00 will tell
18h00.

Nodes that will be needed to cover the entire area with
the use of Access Point analyzing quipos brands from
different suppliers with characteristics that meet the
requirements of our network is determined, taking
into account that these should integrate the three fiber
rings covering all this area and also should see all the
equipment needed to interconnect this network dare
ring fiber.

With the above information we will proceed to
network design that meets the requirements of
coverage and access to users in the specified area
without problems or cut off area, for which a study of
hand-off that reduces these problems will manner that
is imperceptible the association from one AP to
another user.

To provide administration to the network will use a
solution under a free software that allows us to control
the session time users, this would be done with the
use of a captive portal which will be configured
according to the needs identified in the process of
gathering information also need to install a server that
allows us to perform MAC address authentication,
ensure that we have a good management of our access
points.

Will also analyze the services and propose appropriate
access policies for users who use the network, is also
necessary to establish restrictions on access to the
Internet will do this with the use of a Firewall Proxy.

Market research and equipment features that are
available in the market in order to make a detailed list
of the most suitable equipment for these can be
acquired through the public procurement process was
performed.

With the development of our design we will be testing
the access policies on a test server.

Necessary conclusions and recommendations and an
analysis of the lessons learned during the project will
be conducted.

1. Results

To begin, we must set our Shorewall Firewall, for this we
define three areas: our local area, a net, and our area
firewall, in addition to associating with network interfaces
by which they are connected.

Zonas de Red

Red zones

Interfaces de Red

Network Interfaces

It is also important to do in masking our local network
out to the net (internet) network through eth1.

T

Indice de

Médulo Enmascaramiento

Las entradas de esta pagina configuran la traduccion de direcciones de red para el trafico encaminado entre
alguna red y una interfaz particular.
Seleccionar todo. | Invertir seleccion. | Agregar una nueva regla de enmascaramiento | Add a new comment.
Interfaz de salida Red a enmascarar Direccién SNAT
ethl 10.42.0.024
Seleccionar todo. | Invertir seleccion. | Agregar una nueva regla de enmascaramiento | Add a new comment.
Delete Selected

Editar el Fichero Manualmente | Presione este botén para editar manualmente el fichero
/etc/shorewall/masq de Shorewall, donde estan guardadas las
entradas de arriba.

& Regresaralista de tablas

Masking
Once the interfaces defined areas and give the default
policies which deny traffic by default and firewall rules,
these rules will not be many as we need the following:
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Deny tr fico to the local network to the proxy
firewall on port Webmin to avoid connections that
allow entry to the configuration of our firewall or

n.

Redirect all tr fico to our local network to port
3128 which is the port that works our proxy for

our proxy is transparent.
Fico tr to allow the local network to the internet.

Fico tr to allow the area to anywhere firewall.

Fico tr to deny the internet firewall to our area and

crazy.

Leave a range of IPs Administrator permissions

for remote configuration or n.

Politicas por Defecto

DROP

DROP

valquiera  DROP
Cualquiera  REJECT

0do. | Invertir seleccion. | Agregas

Delete Selected

Editar el Fichero Manualmente

Editar el Fichero Manualmente Presion
e

Firewall Rules
After having our Shorewall Firewall up and

running configure this proxy, it is important to

define the working port is 3128 and works

transparently, we create the following rules to
reject requests from our web users, proxy rules
are the following:

P to ban all pages with sexual content.

Prohibit large pages to p tr fico to data such as

YouTube and Facebook.
Prohibit the discharge of m usic and videos.

Leave a range of IPs Administrator permissions

for remote configuration or n.
Indice de

Modulo
Ayuda..

Puertos y Trabajo en Red

Opciones de Puertos y Trabajo en Red

Direcciones y
puertos de
Proxy

") Por defecto (normalmente 3128) @ Listados abajo..

- INPomhu de maquina/Direccion o0 one e puerto
® Al C
3128 transparent

‘ ‘G)AII ‘

Ports and Network

Indice de
Modulo
Ayuda..

Aplicar
Cambios
Parar Squid

Control de Acceso

Listas de control de Acceso  Restricciones Proxy  Restricciones ICP Programas extermos ACL ~ Rej,
Nombre Tipo
manager  Protocolo URL cache_object
localhost  Direccién de Cliente 127.0.0.1/32 :1
to_localhost Direccion de Servidor Web127.0.0.0/8 0.0.0.0/32 ::1
SSL ports  Puerto URL 443
Safe_ports Puerto URL 80
Safe_ports Puerto URL 21
Safe_ports Puerto URL 443
Safe_ports Puerto URL 70
Safe_ports Puerto URL 210
Safe_ports Puerto URL 1025-65535
Safe_ports Puerto URL 280
Safe_ports Puerto URL 488
Safe_ports Puerto URL 591
Safe_ports Puerto URL 777
CONNECT  Método de Peticion CONNECT
youtube Expresion Regular URL  -i youtube
red_local  Direcci6n de Cliente 10.42.0.024
facebook  Expresion Regular URL  -i facebook
LAN Direccion de Cliente 192.168.182.0/24
PORNO -i sexo xxx rubias fpllar mamada orgia anal porotube petardas

calientes pornografia cachondas adultos xtube
DESCARGAS Expresion Regular URL - .exe .wmv .wav .mp3 .mp4 .mpge .3gp .avi
| Crear nueva ACL :

Coincidiendo con...

Expresion Regular URL

Autentificacion Externa

4 Regresar a indice squid
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Control de Acceso o

cceso  Restricciones Proxy  Restricciones ICP  Programas extemos ACL  Repl

Proxy Restrictions

Once our server configured and running Proxy
Firewall configured our captive portal, it is essential that
we allow our Captive Portal authentication for users who
can access the Internet and must be allowed free access to
government sites such as the IRS, the GAD of San Miguel
de Ibarra The Provincial Government, etc.

1.1 TESTS

In this section we define tests to guarantee the correct
functioning of our network, we will do this by testing each
server and checking that the rules we have defined work

properly

. Firewall Connectivity Tests Proxy.- this
test is to verify that the output has Proxy Firewall
Internet to check this by performing ping the
server and get into google this product trav é s

web browser.

(> ] Jjavier@ubuntu: ~

javier@ubuntu:~$ ping www.google.com.ec

PING www.google.com.ec (74.125.131.94) 56(84) bytes of data.

64 bytes from vc-in-f94.1e106.net
bytes from vc-in-f94.1e100.net
bytes from vc-in- .1e100.net

64 bytes from vc-in-f94.1e100.net

64 bytes from vc-in-f94.1e100.net

64 bytes from vc-in-f94.1e100.net
bytes from vec- .1e100.net

64 bytes from vc-in-f94.1e100.net

64 bytes from vc-in-f94.1e100.net

Proxy Firewall from Google

): icmp_req=1 ttl=43 time=111 mq
icmp_req=2 ttl=43 time=111 mq
icmp_req=3 ttl=43 time=110 mq
icmp_req=4 tt1=43 time=110 mg
icmp_req=5 tt1=43 time=111 mg
icmp_req=6 ttl=43 time=112 mg
icmp_req=7 ttl=43 time=112 mg
icmp_req=8 ttl=43 time=110 mg
icmp_req=9 tt1=43 time=109 mq

On this test we can see that our Firewall Proxy is an
Internet connection and functioning rule Shorewall firewall
that allows us to have access to everything.

. Connectivity Testing of the Portal
Cautivo.- this test will make a ping from the
Captive Portal and we walked up to Google's web

browser to Google.

File Edit View Terminal Help

root@javier-laptop: /home/javier# ping www.google.com.ec

PING www.google.com.ec (74.125.131.94) 56(84) bytes of data.

64 bytes from vc-in-f94.1e100.net (74.125.131.94): icmp seq=1 ttl=42 time=1139 ms
64 bytes from vc-in-f94.1e180.net (74.125.131.94): icmp seq=2 tt1=42 time=114 ms

64 bytes from vc-in-f94.1lele@.net (74.125.131.94): icmp seq=3 ttl=42 time=128 ms
64 bytes from vc-in-f94.1e100.net (74.125.131.94): icmp seq=4 tt1=42 time=148 ms
64 bytes from vc-in-f94.1el0@.net (74.125.131.94): icmp_seq=5 ttl=42 time=15@ ms
64 bytes from vc-in-f94.1el00.net (74.125.131.94): icmp seq=6 ttl=42 time=154 ms
64 bytes from vc-in-f94.1e100.net (74.125.131.94): icmp_seq=7 ttl=42 time=132 ms
64 bytes from vc-in-f94.1ele@.net (74.125.131.94): icmp seq=8 ttl=42 time=142 ms
64 bytes from vc-ln-f94.1slﬂﬂ.r£t (74.125.131.94): icnp 553:9 ttl=42 time=151 ms,

Ping to Google Captive Portal

File Edit View History Bookmarks Tools Help
] % (B hitpsivww.google.com.ec/
I*:Mub[ Visitedv @ Getting Started Latest Headlines~

+T0 Busqueda Imag

Buscar con Google | Me siento con suerte

Ping to Google Captive Portal

With this test we check that our Captive Portal has
access to the Internet and also tells us that the firewall is
properly performing the nateo and masking.

o No connection or the USER.- in this test
will connect to any user in this case we use a user
in Windows XP and verify from the console with
the ipconfig / all command our IP and our DNS

server.

C:\Documents and Settings\javier>ipconfigrall
Configuracio de IP do Wind

Nome do_host .
Sufixo DH§ prim

Tipo de ng . .

Roteamento de IP ati

Proxy WINS ativado .

Lista de pesquisa de sufixo DNS. .

Javier-a4226a42

conhecido

: chillispot.info.key
Adaptador Ethernet Conexdo local:

Sufixo DNS especifico de conexdo .

: chillispot.info.k
Descrigao . . :

y
AMD PCNET Family PCI Ethernet Adap)

im
192.168.182.2
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Viewing dl command ipconfig / all from a user XP

With this test we can see that we assign the ip
192.168.182.2/24 and gateway 192.168.182.1 this indicates
that the DHCP server of our Captive Portal works well we
can see how chillispot.info.key DNS suffix is the suffix
DNS Captive Portal, also indicates that we are connected to
our Captive Portal.

o N of generation or create an account
USER.- duration of an hour and generate a user

from the Captive Portal.

[ Cashier Menu ] - [ Admin Menu |

EEd@mne o

id Name Type  Amount Valid for Price DLrate  Uprate  Created by

Type

Amount

Valid for

Price
Download Rate
Upload Rate
Idle Timeout

Add Billing Plan

Account settings

y. 10-May-14 23:05:06 UTC

Voucher Management

Billing Valid Time Time Packet Packet

Username Password Z Z 2 Printed
plan until used remain used remain

How many voucher(s
INTERNET v

Billing plan

parameters to generate user

Biling ~ Valid Time Time Packet  Packet
plan untii  used remain  used remain
May 11
2014

Username Password Printed

xuncet  cingopug  INTERNET

Usuario Creado

o Join to Content without authentication or
n.- we have to allow access to government ap
pages such as the GAD San Miguel de Ibarra, to
allow this configuration ion in the Captive Portal
to access www.ibarra.gob.ec p is the official page

and will try to input from the user XP.

Internal captive portal management

Radius Server 1

Radius Secret
DHCP Interface
UAM Server

UAM Secret
Client's Homepage
Allowed URL
DHCP Range
COAPort

192.168.182.0/24
3799 ?

Allow access to www.ibarra.gob.ec

As we can see in this test enters www.ibarra.gob.ec
without authenticating.

. Authentication or n USER.- try to enter

duty to google and we ask for a username and

password fi a, will enter the previously generated.

| EasyHotspot Login "

B- sooge
SISTEMA DE AUTENTICACION

€ | © ) @ hpsifj192.168.182.1)cq-binfhotspotlogin coifres=notyetBuamip=192. 168, 182.1

Nombre
de [xuncetd
Usuario:

Clave: |esssssss

User Authentication screen


http://www.ibarra.gob.ec/
http://www.ibarra.gob.ec/
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) Remaining time: 00:59:54 - Mozilla Firefox

@ » @ https:i152.168,152, 1jcgi-binhotspatlagin cgiPres=popup2Guamip=192, 168,182, 13
Estas Conectado

Logout

Logon Screen

With this test we can see that it's authentication
system our Captive Portal works and as we see in Figure
4.26 we have a counter that tells us that we have an hour
connection which also verified that the captive portal is
controlling us session So we set up earlier.

o Join the Internet USER.- in this test will
enter www.google.com to check that ones that

have started or sesi n have internet access.

googe.com.ec

Google

Buscar con Google Me siento con suerte

User access Google from XP

It gives us access to the Internet and with this rule
Shorewall that allows local network access to internet is
also checked.

e Test Proxy.- rules in this test, the following rules

will be verified Proxy:

e P to ban all pages with sexual content.

e Prohibit large pages to p tr fico to data such as

YouTube and Facebook.

™ ERmoR. AL sokcmado no s ha podda o | oF

€ vt

071 ERROR

. El URL solicitado no se ha podido conseguir

1 URL: bt {fwww vidsomouenratis st

d 223 permitida en 2ste mamento. Par faver pAngase &n
ncorrectn

Gosarads Mon L2 Mus 2014 06116133 SHT pae locahss icawidil L)

I RACA: E1LRL sobotsda o se hs podidoca...|

€ youbie.com

F 7™ ERROR
NOW
El URL solicitado no se ha podido conseguir

it e youtie com/

tida en esta momento, Por favo, pongase en

access Youtube

{ ERROR EI URL solckado no 5= ha podido co .. |

€ @ v facebook.com B- soook

(F ERROR

El URL solicitade no se ha podide conseguir

Se encontrd el siguiente error al intentar recuperar la direceidn URL: hitp: fwww facebook com!
Acceso Denegado

La configuracién de control de acceso evita que su solicitud sea permitida en este momento. Por favar, pangase en
contacto con su proveedor de servicios si cree que esto es incorrecto.

Su administrador del cache es webmaster,

LGenendo Hlon, 12 May 2014 06:20:23 GMT por localhost (squid/3.1.15)

Access to Facebook

As you can see from the pictures Proxy Firewall rules
work and were denied access and can also see that our
proxy works transparently conclusion proxy rules and
configuration of Shorewall for it to work transparently
works.

. Deny tr fico to the local network to the
to avoid

proxy firewall on port Webmin

connections that allow entry to the

configuration of our firewall or n.

La conexién ha caducado
El servidor 10,42.0,1 est tardando dermasiado en respondsraf=regular

= E siti star no disporible temporaimente o demasiada ocupada, Vustva
a ntentaro en unos momentos,

= S o puede cangar ninguna pagina, compruebe la conesidn de red de su
aaupo.

= Sl su equipo o red estén protegidos por un cortafuegos o proxy, aseaness de
aue Fir tere perrmiso para acceder a la web

Feintentar
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Access Webmin from user XP

No Firewall allows access to the proxy server through
Webmin.

e Weekends Sesi n.- or after the time the session

ended or n expire.

“3 EasyHotspot Login - Moz

= |[E=]E<]

USTED SE A DESCONECTADO

Login

Screen Adjourn

2. After the meeting a sale shows the message

3. Conclusions

« It is very important to perform proper information
gathering for this miss our design appropriately.

* The use of Free Software opens a number of doors in
order to solve problems, as in this work free software gives
us a variety of resources to work together to give us the
best service.

* Such projects help to improve the quality of life of the
inhabitants of a city and be directed towards a
technological world.

* Dissemination of Information and Communication
Technologies is very positive for the people, because it
leads to be communicated and reported every day.

* When using fiber optics as the transmission medium to
have a great time riding services on our network advantage,
since the bandwidth and the speed with which we work are
very high.

» Using a Shorewall Firewall is very important in the
design of a network, this provides a very high security
while not as complex as are other Firewalls also can be
mounted on any Linux based server.

* Squid Proxy is an effective tool in restricting web content,
it is always important to restrict this type of content is open
networks.

* Use EasyHotSpot as our Captive Portal is a fast and
efficient way to service authentication and bandwidth
control to our users.

« [t is very important to a correct configuration of APS
because these are what allow us access to our network.

Thanks

Mainly thank God for life, health and opportunities
that | have to do everything that | propose, honoring and
putting the almighty above all things.

My sincere thanks to the Technical University of the
North and all my teachers in general for giving their
knowledge and support, Ing. Michilena by Jaime effort,
patience and demonstrated throughout the process and
dedication to forge me theoretical knowledge and values
human that will help me throughout life,
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