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IMPLEMENTATION OF THE WIRELESS LAN TO GUARANTEE
THE PERFORMANCE MANAGEMENT THROUGH THE
RESOURCE ACCESS NETWORK AT UNIVERSIDAD TECNICA
DE NORTE (UTN)

E. Vinicio Guerra Morales — Author, Ing. Carlos Vasquez — Head Teacher

Abstract - The present project has as
objective to implement a wireless local area
network (WLAN) that allows access thought
authentication to network resources through
a AAA serve responsible of validating the
entry of each wuser and additionally
controlling the access to Internet through a
Captive Portal at “Universidad Técnica del
Norte” (UTN). We developed a study about
the basics of wireless networks to understand
some important concepts such as the IEEE
802.11 protocol, types of antennas, handoff /
roaming, security in wireless networks, and
others. After that we analyzed the current
operating process of the wireless network
that had great coverage deficiencies. Then we
analyze the design requirements, the wireless
network technology, design hierarchical
model, network addressing, scalability
analysis, equipment’s settings, coverage of
Access Points (APs), channels’ distribution,
management and configuration of Wireless
LAN Controller (WLC), comparative
analysis of captive portals, security policies,
install and configure the captive portal,
authentication server and Firewall - Proxy.

1. CURRENT STATUS OF WIRELESS
LAN AND RESOURCES

1.1. Background

The significant increase in  network
applications has resulted at Universidad Técnica
del Norte (UTN) many shortcomings in the
performance and capacity of its services and
resources. Undoubtedly acquired technological
growth has improved in some way benefits the
university, which has generated benefits such as
digitization of information and disadvantages as
traffic congestion by countless packets of
information that are enrolled in the network

Students need access to a wireless LAN
network within each of the faculties of the UTN,
but given the circumstances has not been able to
establish good policies on the use, consumption
and capacity where the processes undertaken to

ensure its functionality. At strategic points
around the institution were implemented in
September Access Points (APs), they do not
cater to cover an area of coverage and much less
efficient mobility.

Any source of reliable information is a
complement to query for academic education of
students of the UTN; why library resources,
repositories and Internet access are a
methodological tool for participants in the
learning and teaching; identifying the criteria
and study procedures.

1.2. Description Infrastructure Network UTN

The Technical University of North has
invested heavily in the process of updating all
the technological infrastructure was outdated,
which prevented meet the new requirements
demanded by the growth of the network and
data communications. Access to Internet and
network  resources  across technological
university is essential, even more so to have
more than 9000 users including students,
teachers, administrators and employees mansion
belonging to the university, the college, the old
San Vicente hospital de Paul and Yuyucocha
Farms and Meadow respectively

1.3. Description Infrastructure Wireless LAN
Network UTN

The Universidad Técnica del Norte currently
has a Wireless LAN network short range caters
not cover the entire campus and everything that
involves managing academic areas such as
classrooms, student associations, library, etc.

The team is responsible for managing the
wireless network is a Cisco 5500 Series
Wireless Controller Model 5508, by which
engage the Access Points in lightweight mode
with all configuration information maintained
within the WLC.



1.4. Issues with the current Red UTN

One of the most popular reasons for WLANSs
is access without wires, but also is the biggest
problem if we refer to safety where any wireless
device that captures the signal from the AP,
have the ability to surf for free on the Internet,
using the network as a point of attack to other
networks and then disconnected to avoid
detection, software or steal information and
introduce viruses or malware.

Radio waves generated by access points can
go outside the local campus area in which
anyone with a mobile computer and enter the
coverage area could connect to the wireless
network.

The bandwidth consumption plays an
important  role, because the hardware
PacketShaper by outdated license does not
allow sophisticated control of AB, therefore
noteworthy that the growth of the institutional
network has increased significantly in their
applications and services.

1.5. Requirements

Based on the study of the current status of
the wireless network UTN emerged some
requirements that will be important for the
design of it, which are listed below:

© A greater number of APs to reach areas
where no current wireless network
caters to cover certain areas of
coverage.

€  Control user access which will give
greater security to the network before
any type of malicious infiltrations,
attacks Man-in-the-Middle, etc

© Management Services.

Roaming refers to the switchover

running a user moving between two
coordinators wireless network.
Control bandwidth.

2. INFRASTRUCTURE DESIGN
MOBILITY WIRELESS LAN TECHNICAL
COLLEGE NORTH

2.1. Design requirements

It should take into account considerations in
the design of a wireless network in order to
provide Internet service to a number of users
that belong to the same college unfolding in
different  positions such as: authorities,
administrative, faculty and students.

This design should meet the needs of
connectivity from the university campus as
educational entity required to improve learning
and teaching of their professors to students.

The design must guarantee certain important
parameters which are listed below:

Availability
Scalability
Reliability

Security
Interoperability
Number of users
Users Authentication
Available Bandwidth
Centralized Management and
Administration
Mobility
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2.2. Wireless Network Technology

Several technologies are used in wireless
networks, the use of each depends largely on the
application. A WLAN enables users terminals
that are within the coverage area may be
connected together.

The technology used in this design is named
Wi-Fi or IEEE 802.11 supported by WECA,
offering a maximum speed of 54 Mbps and able
to withstand the following standards IEEE
802.11a, b, g and n.

The wireless stations and terminal equipment
working in the frequency band 2.4 GHz and 5.8
GHz in our country, why use these radio
spectrum have no licensing cost and have the
ability to integrate easily to a wired network.



2.3. Hierarchical design model

PROPUESTA DE TOPOLOGIA LOGICA DE LA RED INALAMBRICA UTN
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Figure 1 Design Model Hierarchical Wireless Network UTN

2.4. Addressing the Network

According to the study and design made it
was decided that the addressing of the active
devices on the wireless network (APs and
WLC) are in the same VLAN as it had in its
current operation.

2.5. Scalability Analysis Network

The network performance  Technical
University North are well structured because of
its ability to adapt to the environment and
engage new requirements regarding standards
and new technologies.

One of the great benefits of wireless
networks is scalability with by certain factors
such as:

© Increased enough bandwidth to provide
services to a number of users.

© Increased coverage area would depend
on the signal power APs having
installation or possibly more APs that
can meet certain places where signal is
lost.

One of the drawbacks to resolve remains
limited radio spectrum in many situations
causes loss of signal interference in the sectors
that have installed APs.

According to the design proposal arises as
required to increase the number of users and the
coverage area of the network, it will need to
increase number of APs considering license
Wireless LAN Controller and maximum APSs
enabling us to monitor this computer.

2.6. Determining the Wireless Network
Equipment

Based on the design proposed for improving
describe  Wireless  Network  equipment
supporting 802.11 b / g / n, which are currently
used by their compatibility and scalability with
a number of wireless devices. The
characteristics of this equipment will allow us to
have a good layout design teams that provide
wireless internet service to users.



2.7. APs coverage of Wireless Network

Calculating the Area of Coverage

Based on the technical specifications within
the scope or sectoral antenna are 100 meters, an
omnidirectional antenna is 50 meters, a dipole
antenna is 90 meters and an internal antenna is
137 meters.

Sector Antenna

To find the area of a circular sector, actually
is trying to find a fractional part of the area
around the circle where the radiation lobe of the
sector antenna is shown. The fraction was
determined by the ratio of the central angle of
the sector, the central angle around the circle,
which is 360; or by the ratio of the arc length
and the length of the entire circumference is
viewed as in Figure 2.
The area is equal to the central angle (120 °)
multiplied by Pi and radius squared, the result
will be divided by 360.

Figure 2 Coverage area of a Sectoral Antenna
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Omnidirectional Antenna

To find the circular area, actually is trying to
find the entire area of the circle where the
radiation pattern of the omnidirectional antenna
is represented as shown in Figure 3. The area
equals pi times radius squared.

Figure 3 Area coverage of a Omnidirectional Antenna
Source: (Adeva Brito, 2014)
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2.8. Distribution channels

In all implementations of wireless networks
that no interference in communication through
APs, it is considered configure the working
channels 1, 6 and 11 based on the distribution of
APs in order to solve potential problems that
could cause overlapping of the signals and thus
connection problems from users wanting to
access resources using the Internet.



2.9. Wireless LAN Controller Management

Management functions are performed by a
WLC that integrates a number of APs based on
the acquired licensing support for the controller.
WLC functions include managing APs, user
authentication, statistics of users, security
policy, channel management, output power
levels, etc.

"The process of association of the LAP with
the WLC occurs through a tunnel to pass
messages relating to 802.11 and customer data.
The LAP and the WLC can be located on the
same subnet or VLAN but need not always be
so. Enables the tunnel encapsulation between
AP data within new IP packets. Tunneled data
can be switched or routed through the campus
network as shown in the following Figure 4
"(Ariganello & Barrientos Sevilla, 2010, p.
507).

LWAPP APs Connected to a WLC

.Layer 2o0r
| Layer 3
\_ Network

Figura 4 LWAPP Access Points
Fuente: (Flirman, 2014)

The LAP and the WLC using the LWAPP as
a mechanism for tunneling divided in two
different modes:

€ Control LWAPP messages: messages
are used to configure the LAP and
manage the operation. These messages
are authenticated and encrypted so that
the LAP is controlled safely only by
WLC.

€ Data LWAPP: Packets to and from the
wireless clients are associated with the
LAP. Data are encapsulated within
LWAPP but are not encrypted between
the AP and the WLC.

2.10. Security Policies

€ Maintaining the security of the wireless
network of the university requires

methods to ensure that only authorized
users can access it. Thus, the computer
must have the physical security
necessary to prevent affected the
services of the wireless network.

All access points must be registered
and approved by the administrator of
the network.

Installation, administration and use of
the devices on the wireless network
must be in accordance with the
specifications and standards of wireless
networks and the policies implemented
in college.

The SSID must be configured to be
identified with the university.

No individual should connect or install
any communications equipment to the
network without prior authorization
from the administrator.

Wireless communications do not
provide coding of the data transmitted.
The protection of data is the
responsibility of the user and the
application you use to transmit data.

Do not allow or encourage the use of
the wireless network to use the
administrative ~ systems  of  the
University where confidential data
transmitted or received.

The user's computer connected to the
wireless network, is subject to
monitoring, penetration testing and
security audits.

Any team that represents a security risk
to the communications network of the
university campus, may be
disconnected from the network and
who has registered the team will be
notified.

Anything that can not be resolved with
users regarding the wireless network
system will be referred to DDTI
located in the central building of the
UTN specifically to Area Networking
and Communications to make the
decisions needed.



3. IMPLEMENTATION OF THE
WIRELESS LAN TESTS AND
FUNCTIONALITY IN THE TECHNICAL
UNIVERSITY OF NORTH

3.1. Configuring the Wireless LAN
Controller

Serial Port Properties

Clear and Reset settings

Basic Configuration Attributes
Summary and WLAN interface
Checking the version of the Software
on the WLC.

WLC Software Upgrade.

Remove the primary or secondary
WLC image.

Interfaces

Management Access Points
Management WLANSs

AP Group Management

Port Mapping the Access Points
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3.2. Installing and Configuring the Captive
Portal Wifidog

Introduction
Hardware
Installation
Installation Process
Equipment features (server)
Test Equipment

Topology description test
Installing Wifidog

Configuration and

COO0O0O SO

3.3. Installing and Configuring Webmin

Installing Webmin on CentOS 6.5
Installing using RPM

Webmin installation  using the
repository for Yum

RPM based distributions compatible
Considerations of interest.
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3.4. Installing and Configuring Shorewall

© Shorewall configuration files
© Activate and control shorewall

3.5. Installing and Configuring the Squid
Proxy

€ Installing Squid
€ Configuring Squid

3.6. LDAP User Management

For administration and management of the
database user's LDAP "phpLDAPadmin" tool is
used; which allows you to add, modify and
delete OUs, groups, users and attributes quickly
and efficiently.

3.7. User Management by filtering MAC

MAC filtering is a very practical to control
access to wireless networks method, which
greatly optimizes only registered devices can
make use of the network. The MAC address is
simply a unique identifier for each device but
not so sure because there may be spoofing MAC
addresses.

Integrating the MAC address with Squid
Proxy was performed, whereby access to pages,
words and formats extension download always
denied and when not registered the MAC of the
final device.

4. CONCLUSIONS

€ Have fulfilled the objectives outlined
in this paper titration: Design a
Wireless LAN Network situational
analysis prior to that served as the basis
for future implementation.

© For the realization of a network
infrastructure design should take into
account  considerations such as
availability, scalability, reliability,
security, interoperability, number of
users, user authentication, bandwidth
availability, management and
centralized management and mobility
to meet the needs of the users
belonging to the university campus.

€ Calculations coverage area access
points help support and sustain good
design Wireless Network
Infrastructure.

© It is considered to manually set the
working channels 1, 6, 11 based on the
layout design of wireless APs



€ RADIUS is a standards-based
protocol, and any platform that aims to
support RADIUS must be compatible
with the standard.

© RADIUS is a possibility that
organizations can perform with your
current technology infrastructure, the
same as will fit without major
economic or functional impacts.

€ The Linux operating system selected
for the Captive Portal WiFiDog was
Debian for its flexibility in the
installation and configuration of each
of the files, while the operating system
used for Firewall - Proxy was CentOS.

5. RECOMENDATIONS

€ Training should be provided to the
staff of Networking and
Communications Management at the
Technical University Northern
reporting all services generated and the
implications of the misuse of it.

© It is recommended to have a backup of
all configuration files Captive Portal
Authentication Server and Firewall-
Proxy.

€ Prior to the design and implementation
of a wireless network must perform
field tests to determine the extent of
signal coverage of the Access Points
because there may be factors
influencing changes on the raised
design.

© APs that are running do not cater to
cover some areas of campus so it is
recommended to increase more APSs to
perform load balancing and not exceed
the limit of connections per AP.

€ The shortcomings of the wireless
network must undoubtedly the growth
of users who use without any control
and with two or more concurrently
connected devices per user.

© In the worst case the Wireless LAN
Controller stops working for any
reason should consider having a
backup of another WLC.

€ To avoid any anomaly teams should
seriously consider a backup system of
own energy for Datacenter, and thus
optimize network resources required.
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